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Decision/action requested

It is proposed to endorse the proposed conclusions of this contribution.
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Rationale

3.1
Security Negotiation Scenario
SA3 has initiated a study on 256-bit algorithms for 5G which is targeted as R16 study. This means that SA3 may bring 256 bit algorithms in R16. Current 128 bit algorithms are implemented in chip which cannot be upgraded to support 256 bit algorithm without operator upgrading the hardware. 
Observation 1: When SA3 introduces 256 bit algorithm, it will be almost impossible for previous release NEs to support 256 bit algorithm without hardware upgrade.
In R15, efficient NAS security negotiation procedure has been defined, e.g. initial NAS security context setup, IDLE mobility with AMF change, N2 Handover with AMF change. A part of efficient AS security negotiation procedure has been defined too, e.g. Xn/N2 Handover procedure. 
However, for other AS mobility cases, i.e. resume, RNAU and Reestablishment procedure, if the target gNB does not support old algorithm, the target gNB will force the UE to fallback to IDLE and trigger NAS recovery.
Thus, if SA3 introduces 256 bit algorithms in R16, the following case should be considered:

1. Resume/RNAU procedure: The R16 UE (could be NB-IoT or URLLC UE) which supports 256 bit algorithms connects to R16 gNB1. The R16 UE and R16 gNB1 negotiate 256 bit algorithm, because 256 bit algorithm may be higher priority in the algorithm priority list of R16 gNB1. Then the R16 UE resumes to R15 gNB2 which does not support 256 bit algorithms. According to current defined procedure, the R15 gNB2 will fetch UE context from the R16 gNB1, since the R15 gNB2 does not support old 256 bit algorithm, the R15 gNB shall force the UE to fallback to IDLE and trigger NAS recovery, this will involve significant signalling overhead to the UE and gNB which may lose benefit of reducing RRC signalling overhead for INACTIVE state.

Note that resume procedure may be a possible basic solution for NB-IoT UE as described in TR 23.724 [1], the additional signalling overhead may draw out UE’s power. For example, a R16 mobike (Mobile Bike) may be always moved, in case the mobike resumes on the R15 gNB who fetches context from R16 gNB, the mobike will fallback to IDLE and do NAS recovery. The signalling is huge for this NB-IoT mobike. The power may be drawn out soon.

The resume procedure may be also a possible basic solution for URLLC UE as described in clause 6.9 in TR 23.725 [2], the interrupt may impact the performance a lot, which may not meet reliability requirement. For example, R16 vehicle may move fast and require high reliability to communicate with other vehicle, thus, the R16 vehicle may never go to IDLE, instead, in INACTIVE. When the vehicle resumes on the R15 gNB who fetches context from R16 gNB, the vehicle will fallback to IDLE and do NAS recovery. This may interrupt the communication, which may cause a car accident.
2. Reestablishment procedure: The R16 UE which supports 256 bit algorithms connects to R16 gNB1. The R16 UE and R16 gNB1 negotiate 256 bit algorithm, because 256 bit algorithm may be higher priority in the algorithm priority list of R16 gNB1. Then the R16 UE handovers to R15 gNB2 which does not support 256 bit algorithms. However, handover failure may cause the R16 UE re-establishes to R15 gNB2. If the R15 gNB2 is NOT able to negotiate AS security algorithms, any active PDU session will be interrupted.

Observation 2: If SA3 introduces 256 bit algorithm in R16, since R15 gNB does not support 256 bit algorithm without hardware update, nor it supports efficient AS security negotiation procedure for RRC Resume/RNAU/Reestablishment procedures,  an R16 UE may experience significant signalling overhead when moves from R16 gNB to R15 gNB.  This may impact the communication of time-delay sensitive UE, power saving requirement of NB-IoT UE and reliability requirement of URLLC UE.
However, if SA3 cannot bring 256 bit algorithm in R16 but in a release later than R16, the situation will be even worse, because there are more different releases NEs (e.g. R15 & R16) which do not support 256 bit algorithms and efficient AS security negotiation procedure, thus the frequency for the need of AS security negotiation will be higher.
Observation 3: If SA3 introduces 256 bit algorithm in a release later than R16, the issue in observation 2 will be even worse.
In addition, if 5GS does not define an efficient AS security algorithms negotiation procedure for RRC Resume, RNAU, and RRC Reestablishment procedure in R15, any enhancement in later releases needs to be backward compatible and ported back to R15, which will cause standard complexity. The enhanced solution will cause complexity for vendors and operators for the need to upgrade existing R15 gNB(s), and delay solving this problem
Observation 4: If 5GS doesn't define efficient security negotiation procedure for RRC Resume, RNAU, and RRC Reestablishment procedure in R15, later enhancement will cause standard complexity , complexity for vendors and operators for the need to upgrade existing R15 gNB(s), and delay solving this problem.
3.2
Proposals

Proposal 1: 5GS should define efficient security negotiation procedure for resume, RNAU and reestablishment procedure in R15 standard, especially if the solution does not impact the ASN.1 specifications.
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Detailed proposal
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